
Cybersecurity Training Platform Shortcoming and Wishlist 

Shortcomings: 
1.Lack of User Authentication: The platform doesn’t implement any user authentication, 
meaning anyone with access to the browser could potentially retrieve or overwrite the 
uniqueID stored in localStorage. 

Example: If two users share the same computer, the second user could overwrite 
the first user’s progress and certificate ID. 

2. No Progress Visualization: Users cannot see an overview of their progress across 
modules, aside from manually counting completed modules. 

Example: Adding a progress bar or dashboard to show the percentage of completed 
modules would make tracking progress easier. 

3. Limited Quiz Functionality: The quiz component assumes that quizzes are static and 
cannot dynamically change based on user input or adapt to user knowledge. 

Example: A quiz could adjust its difficulty based on correct or incorrect answers to 
better suit the user’s skill level. 

4. No Mobile-Specific Optimizations: While Tailwind CSS provides a responsive layout, 
there are no mobile-specific adjustments to ensure an optimal user experience on smaller 
screens. 

Example: The quiz buttons may be too small or closely spaced for users on mobile 
devices, leading to poor usability. 

Wishlist: 
1. User Authentication System:Add user login and account functionality to securely store 
and retrieve progress and certificates. 

Example: Users could log in with email and password, allowing progress to sync 
across devices. 

2. Gamification Elements: Introduce badges, leaderboards, or rewards for completing 
modules to make the platform more engaging. 

Example: Users earn a “Phishing Master” badge after completing the Social 
Engineering module. 



3. Advanced Analytics: Include an admin dashboard to monitor user progress and 
performance across modules. 

Example: An admin could view the average score for quizzes or see which modules 
users find most challenging. 

Conclusion: 
The Cybersecurity Essentials Training Platform is a robust application that effectively 
educates users on fundamental cybersecurity principles through interactive modules and 
quizzes. However, its lack of features such as user authentication, progress visualization, 
and mobile-specific optimizations highlights areas for improvement. By addressing these 
shortcomings and incorporating wishlist features like gamification and advanced analytics, 
the platform could significantly enhance its usability and engagement. 
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